
• Ifyou have the option ofletting your computer

remember a password for you,don’t do it.

• Do not share your passwordswith family members,

friends,or colleagues.

• Ifyou are logging into an ATM or other computer,make

sure no one is looking over your shoulder as you enter

your password.

Personal Identification Numbers 
The personal identification number (PIN) is one method

used by banks and phone companies to protect your

account from unauthorized access.A PIN is a confidential

code issued to the cardholder to permit access to that

account.You can protect your PIN number by following

these tips:

• Memorize your PIN numberand do not give it to

anyone,including family members or bank employees.

• Never writeyour PIN on ATM or long-distance

calling cards;do not carry your PIN number in your

purse or wallet.

• When using an ATM machine or public telephone,

position yourselfin front ofthe ATM keyboard or

phone to prevent anyone from observing your PIN

as you enter it.

• Do not leave your receipt behindwhen you use an

ATM machine;criminals can use them to get your

account number.

• Ifa bank or other institution assigns you a PIN

numberthat is the last four digits ofyour Social

Security number,have it changed to a new number.

Social Security Numbers 
Some businesses and government agencies believe that

using your Social Security number (SSN) is the most

accurate way to store and retrieve information.But your

Social Security number is also the prime target of

criminals interested in committing identity theft and

other crimes.Therefore,it is essential that you protect

your SSN.

• Release your SSN only when it is absolutely necessary.

Employers need your SSN to report your earnings to

the IRS,but law enforcement does not need it to issue

you a parking permit.

• Do not carry your Social Security cardin your wallet or

purse unless you need it for a specific situation,such as

the first day ofa new job.

• Do not print your SSNon checks or business cards.

• Ifpossible,do not put your SSN on job applications.

• Ifasked to provide your SSN online,look for the closed

padlock symbol on the bottom ofthe page,and read

the company’s privacy policy on how it safeguards your

personal information.

• Do not respond to unsolicited electronic mail messages

in which your SSN and other personal information are

requested.No reputable company or government

agency sends unsolicited email messages to request

sensitive personal data.

• Ifa private business requests your SSN,suggest

alternatives like your driver’s license number (unless

your driver’s license number is your SSN).

• Ifyour state’s Department ofMotor Vehiclesuses the SSN

as the driver’s license number,ask for an alternate number.

Email,the Internet,automated teller machines (ATMs),

online banking,cell phones,long-distance carriers,and

credit cards make our lives more efficient.However,as

our lives become more integrated with technology,

keeping our private information confidential becomes

more difficult.Electronic transactions can leave you

vulnerable to identity theft and other types offraud.

Following a few simple tips can help you keep your

private information safe.

Passwords
Passwords are often required to access information from

financial,medical,and other institutions.Hackers have

sophisticated tools for cracking passwords.Here are

some tips for creating and protecting your passwords.

•Select at least eight characters,including a combination

ofletters,numbers,and symbols that you can remember

but that others won’t easily guess.

• Do not use your mother’s maiden name,spouse’s name,

last four digits ofyour Social Security number,pet’s or

children’s names,or date ofbirth.

• Do not use a wordthat can be found in the dictionary

in any language.

• Create a new passwordfor every website or login that

requests one.Ifthat is impractical,create a few hard-to-

guess passwords and use those at sites you want to keep

most secure.Create easier-to-remember passwords to

use at less important sites.

• Change your passwords regularly—at least once a month.

• Memorize your passwords;ifyou must write them

down,don’t carry them in your wallet or leave them in

an unprotected place,including a computer file.
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1.
U

se “anti-virus softw
are” and keep it up-to-date.A

nti-virus softw
are is designed to protect

your com
puter against know

n viruses. B
ut w

ith new
 viruses em

erging daily, anti-virus program
s

need regular updates. C
heck w

ith the w
eb site of your anti-virus softw

are com
pany to

see som
e sam

ple descriptions of viruses and to get regular updates for your softw
are.

2.
D

on’t open em
ails or attachm

ents from
 unknow

n sources.
B

e suspicious of any unexpect-

ed
em

ail attachm
ents even if they appear to be from

 som
eone you know

. S
hould you

receive a suspicious em
ail, the best thing to do is to delete the entire m

essage, includ-

ing any attachm
ent. 

3
.

P
rotect 

your 
com

puter 
from

 
Internet 

intruders—
use 

“firew
alls.”

Firew
alls 

create 
a

protective w
all betw

een your com
puter and the outside w

orld. They com
e in tw

o form
s,

softw
are firew

alls that run on your personal com
puter and hardw

are firew
alls that protect

a num
ber of com

puters at the sam
e tim

e. Firew
alls also ensure that unauthorized

persons can’t gain access to your com
puter w

hile you’re connected to the Internet. 

4.
R

egularly dow
nload security updates and “patches” for operating system

s and other soft-

w
are.

M
ost m

ajor softw
are com

panies today release updates and patches to close new
ly

discovered
vulnerabilities in their softw

are. C
heck your softw

are vendors’ w
eb sites reg-

ularly for new
 security patches or use the autom

ated patching features that som
e com

-

panies offer.

5
.

U
se hard-to-guess passw

ords.
M

ix upper case, low
er case, num

bers, or other characters

not easy to find in a dictionary, and m
ake sure they are at least eight characters long.

D
on’t share your passw

ord, and don’t use the sam
e passw

ord in m
ore than one place.

6
.

B
ack up your com

puter data on disks or C
D

s regularly. B
ack up sm

all am
ounts of data

on floppy disks and larger am
ounts on C

D
s. If you have access to a netw

ork, save copies

of your data on another com
puter in the netw

ork.

7
.

D
on’t share access to your com

puters w
ith strangers.

Learn about file sharing
risks. Your

com
puter operating system

 m
ay allow

 other com
puters on a netw

ork,including the Internet,

to access the hard-drive of your com
puter in order to “share files.” This ability to share

files can be used to infect your com
puter or look at the files on your com

puter. C
heck

your operating system
 and your other program

 help files to learn how
 to disable file sharing.

8
.

D
isconnect your com

puter from
 the Internet w

hen not in use.
D

isconnecting
from

 the

Internet w
hen you’re not online lessens the chance that som

eone w
ill be able to access

your com
puter. A

nd if you haven’t kept your anti-virus
softw

are up-to-date, or don’t have

a firew
all in place, som

eone could infect your com
puter or use it to harm

 som
eone else

on the Internet. 

9
.

C
heck your security on a regular basis.

You should evaluate your com
puter security at

least tw
ice a year—

do it w
hen you change the clocks for daylight savings! M

ake sure you

have the security level appropriate for you.

1
0

.
M

ake sure your fam
ily m

em
bers and/or your em

ployees know
 w

hat to do if your

com
puter 

becom
es 

infected.
P

eople 
should 

know
 

how
 

to 
update 

virus 
protection

softw
are, 

how
 

to 
dow

nload 
security 

patches 
from

 
softw

are 
vendors, 

and 
how

 
to

create a proper passw
ord.

These tips w
ere adapted from

 the “Top Ten C
yber S

ecurity Tips” on the N
ational C

yber

S
ecurity A

lliance w
ebsite, w

w
w

.staysafeonline.info. The N
ational S

ecurity A
lliance is a pub-

lic-private partnership focused on prom
oting cyber security and safe behavior online.

R
eport hacking incidents to the FB

I at w
w

w
.ic3

.gov.

Ten Tips
To Secure

Your Personal
Com

puter

Securing your personal
com

puter plays a crucial
role in protecting our

nation’s Internet infra-
structure. Here are ten

things you can do to
keep your com

puter safe
from

 hackers and viruses.
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